23
24
25
26
27
28
29

39
40
41
42
43
44

Bounding Contribution Optimally for Federated Frequency
Estimation under User-level Distributed Differential Privacy
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ABSTRACT

We study how to perform federated frequency estimation under
user-level distributed differential privacy, where our goal is to pro-
tect the privacy of all entries from any single user under secure
aggregation protocols. While many works address the fundamental
analytics of private frequency estimation under the central and
trusted aggregator assumption, this problem has not been specif-
ically addressed under the federated and user-level distributedly
private setting. To achieve this, we first introduce a thresholding
frequency estimator satisfying the federated and secure aggrega-
tion constraints, and show that there is an optimal quantile yielding
almost minimal measurement error. Then, we design methods fully
compatible with the above-mentioned constraints, to estimate the
quantile privately. To this end, we propose end-to-end federated pro-
tocols integrating these approaches and assess their performance
via extensive experiments. Our evaluations verify our theoretical
findings, and demonstrate the effectiveness of the protocols over
existing solutions.
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1 INTRODUCTION

Federated/distributed analytics (FA) and learning (FL) have emerged
as a new paradigm which enables multiple users or parties to col-
laborate and perform analytics/learning without sharing their data
directly, offering promises of protecting user privacy [29, 43]. Specif-
ically, frequency or histogram estimation, is a fundamental analyti-
cal task, where each user holds one or more items/data from domain
d, and the server wishes to estimate the global frequency of these
items while guaranteeing user privacy. However, inferring private
information from users is shown to be possible even under such
a distributed setting, indicating that this technology alone does
not protect user privacy in a strict sense [34, 54, 65]. Consequently,
recent studies combine FA with privacy-enhancing technologies
such as cryptographical protocols and differential privacy (DP) to
preserve user privacy rigorously. In particular, secure aggregation
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Figure 1: Overview of our two-phase federated frequency es-
timation protocol. Users first perform Discrete Haar wavelet
Transform under distributed differential privacy (DHT) to
obtain a differentially private quantile (DP quantile) from
the server (Section 4). Using the DP quantile, the users per-
form Optimal clipped Poisson Binomial mechanism (OcPBM)
on their data, which are then aggregated to obtain the desired
(estimated) frequencies (Section 3.3). Our proposal satisfies
user-level DP, secure aggregation conditions and achieves
almost minimal measurement error.

(SecAgg) [12] has become a popular secure multi-party computa-
tion solution enhancing the security and privacy of FA. SecAgg
requires users to add carefully designed noises to their data such
that the server can only obtain the aggregated data (with noises
canceled out), but is unable to read any individual data.

This paper focuses on federated frequency estimation, the prob-

lem of performing frequency estimation under the distributed and
SecAgg constraints, as well as user-level distributed DP, referring to
techniques provably limiting individual information the server is
able to deduce from the aggregated data.
Contributions. More precisely, in this paper, we tackle an unex-
plored question of how to define protocols to perform cross-device
federated frequency estimation (FFE) that strictly satisfy user-
level distributed DP (DDP) and secure aggregation (SecAgg) condi-
tions, resulting in provably private and cryptographically secure FA
with low error. The overview of our main proposal is illustrated in
Figure 1. Technically, we make the following contributions:

e We introduce clipped Poisson Binomial mechanism, cPBM, a
thresholding frequency estimator that satisfies user-level DDP
and SecAgg constraints. By our careful construction, we show
that one can provably optimize the bias-variance error trade-offs
by choosing the threshold (to bound the user contribution) to
be a certain private measurement’s quantile (Section 3), leading
to an optimal estimator, OcPBM, which has almost minimal
frequency measurement error.

e In order to achieve almost minimal error, we design a feder-
ated wavelet-decomposition technique to perform the private
quantile measurement (DHT). It requires only a little portion of
the privacy budget, and is fully compatible with federated and

59
60

61

63

64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

79

80

81

82

83

84

85

86

87

88

89

90

91

92

93

94

95

96

97

98

99

100

101

102

103

104

106

107

108

109

110

111

112

114

115

116


https://doi.org/XXXXXXX.XXXXXXX
https://doi.org/XXXXXXX.XXXXXXX

117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149

150

160
161
162
163
164
165
166
167
168
169
170
171
172
173

174

Conference acronym 'XX, June 03-05, 2018, Woodstock, NY

SecAgg constraints. These lead us to introducing an end-to-end,
secure and user-private two-phase protocol, TFFE, in Section 4.

e Furthermore, we consider the extension where user data is pro-
cessed in multiple rounds, motivated by recent federated appli-
cations that analyze large populations and must process user
reports in batches. We propose a multi-round protocol, MFFE,
which utilizes online quantile measurement to efficiently collect
frequencies over multiple rounds for FFE.

e In Section 5, we perform extensive experiments to validate our
proposals: (a) we verify empirically that our method indeed yields
almost minimal measurement error, (b) our quantile estimation
proposals are superior than existing baselines, (c) our end-to-end
FFE protocols perform better than existing solutions.

In the following, we describe related work, followed by the problem
setup and preliminaries in Section 2. We conclude in Section 6.
Notations. We use boldface letters to denote vectors, subscripts
to denote which user it belongs to, and normal letters with square
brackets to denote the coordinate. That is, if x is a vector, x; is a
vector held by user i, and x; [ j] is the j-th coordinate. See also Tab.
4 in Appendix, where we give a summary of notations.

1.1 Related work

Federated Frequency Estimation. Frequency or histogram es-
timation is a fundamental analytical task [19, 33, 62] with many
federated applications: frequencies are utilized to calibrate the clas-
sification scores of trained FL models [23], and as a building block
of more advanced tasks such as learning [17] and sparse analytics
[6].

Differential Privacy and Secure Aggregation. Early works of
DP considered the central-DP model, which requires users to trust
the server to process raw user data and publish the noisy statistics.
However, this is impractical in many industrial settings as well as
distibuted settings mainly due to increasingly stringent data privacy
protection laws and regulations. In contrary, the local model of DP
(LDP) asks users to perturb their reports by themselves, requiring
least trust assumptions and is appropriate under the distributed
setting, but introduces large errors in the published statistics [45].

A recent line of research in DP leverages cryptographic primi-

tives (specifically SecAgg) to establish more practical trust assump-
tions in distributed settings while maintaining the utility of pub-
lished statistics [10, 12, 52, 53]. It achieves the best of both worlds
by allowing users to add lower amount of local noises without
relying on a central trustworthy entity. Such primitives rule out
commonly-used (continuous-value) DP mechanism such as Gauss-
ian mechanism, and spur the study of compatible (discrete-value)
DP mechanisms, also known as distributed DP, or DDP mechanisms
[1, 2,9, 20, 42].
User-level privacy. We are interested in protecting the privacy
of user contributing possibly more than one sample of data per
user, i.e., user-level privacy, in contrast to standard DP protecting
privacy at the sample/item level. This consideration is inspired by
cross-device applications which are rich in data per user or device
[4, 35, 47, 49, 50, 56].

To summarize, while privacy-enhancing techniques mentioned
above have been studied in depth separately before, it is little known
how to integrate them in a full-fledged system to perform feder-
ated analytical tasks in a principled way (see also App. A for other

Anon.

related work). We resolve these questions affirmatively by present-
ing comprehensive studies of sytems achieving private, secure and
accurate FFE.

2 PROBLEM SETUP AND PRELIMINARIES

Problem setup. Consider each of n users holding a finite number
of items from a discrete domain [d], where d € N. We write this
succinctly using x; € RY, where x; = (x;[1], ..., x;[d]), and x;[ j] is
the number of item j held by user i.

We consider federated frequency estimation under (user-level)
DDP and SecAgg. That is, (a) the server does not collect the raw
personal data from users directly (federated setting). (b) The inter-
mediate and resulting output of our protocols, i.e., the estimated
frequencies, must satisfy user-level DP. (c) The server is limited to
receiving and performing computation using only the aggregation
of per-user vectors.

Our goal is to estimate the true population-level frequency x =
% >, x; under these constraints. Let X be the corresponding es-
timated frequency (let %;[j] denote the collected value of x;[Jj]).
We quantify the error of estimation via the expected I, distance
between these two quantities:

d n 2
Bl -3l = B[ (Z xilj] - & [j]) ()

j=1\i=1

where the expectation is taken over the randomization due to our
DP algorithm. Our protocol aims to minimize this error. In the
following, we give a brief review of DP, SecAgg, and user-level
distributed DP.

Differential privacy. First, let D = (x;)]_; be the dataset of users
considered above. We say that a dataset D’ is a adjacent dataset of
D when they differ in at most one individual data.

Definition 1 (Differential Privacy [25, 26]). Given € > 0 and
8 € [0, 1], arandomization mechanism, M : D" — S with domain
D" and range S satisfies (¢, §)-differential privacy (DP) if for any
two adjacent datasets D,D’ € D" with n users and for any subset
of outputs S C S, the following holds:

Pr[M(D) € S] < €€ - Pr[M(D’) € S] +6. @)

We emphasize that under this definition, user-level DP is being
considered, instead of item-level DP, where the adjacent datasets
instead differ in a single instance, e.g., x;[j] in our case. We next
introduce Rényi differential privacy, the main notion used here.

Definition 2 (Rényi Differential Privacy (RDP) [55]). A random-
ization mechanism M : D" — § is e-Rényi differential privacy
of order A € (1, ) (or (A, €)-RDP), if for any adjacent databases
D, D’ € D", the Rényi divergence of order A between M(D) and
M(D’) is upper-bounded by e: D;(M(D)||IM(D’)) < e, where

A
DA (PIIQ) = 745 log [EQ (5)|

Two mechanisms satisfying (4, €1),(4, €2)-RDP respectively, un-
der composition, satisfy (A, €1 +€2)-RDP, allowing for clean privacy
composition [13, 28, 55]. The RDP notion can be converted to the
conventional approximate DP notion; see App. C.1.
SecAgg/SecSum. We are mainly concerned with the secure aggre-
gation (SecAgg) framework, composed of three components: (1)
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Algorithm 1 Main user protocol for FFE

Algorithm 2 Main server protocol for FFE

1: Inputs: Data x. Tight frame U. Parameters 0, C, m.

2: Output: Data encoded on a finite group Z}\Q[

3. Kashin’s representation: Calculate the Kashin’s representa-
tion, y, of x

4: ¢cPBM: Apply Alg. 3 with parameters 6, C, m on y to output Z

5. Return: (Z[k])/’?:1

1: Inputs: SecSum of user data (X7, Z; [k])kD:I‘ Tight frame U.
Parameters 0, C, m.

2: Output: Decoded mean of user data
3. Rescale: }3 — ﬁ(zyﬂ Z; - mnq)
4 Decode: x «— Uy

5: Return: X

a client-side local encoder, A, (2) a secure protocol,  and (3) a
untrusted analyzer, or central server, S. At each communication
round, the protocol proceeds as follows: Each user first encodes
her sensitive report x; using A: Z; = A(x;). Then, the reports are
processed by P, of which the output is relayed to S. P ensures that
the output seen by the S (on which no trust assumption is put) sat-
isfies certain properties. We mainly focus on the secure summation
(SecSum) protocols , where each individual report x is encrypted
toZ € Zﬁ, D, M € N a finite additive group, but only the modular
summation of reports, }; Z; mod M, is exposed to S. Finally, S
decodes the received reports to obtain an estimate of }}; x;. Given
that the implementation of SecSum is well-studied [10, 12], we treat
% as a black box guaranteed to compute the modular sum faithfully
without security or privacy leakage concerns. !

User-level Distributed Differential Privacy. # alone does not
guarantee DP because aggregated quantities could still leak sensi-
tive information. On the other hand, adding noises at the side of S
requires one to fully trust S, not favorable in practice. Distributed
differential privacy (DDP) is a privacy model that aims to achieve
near-central-DP guarantees without a trustworthy server. This is
done by adding client-side perturbations (which alone are too small
to provide meaningful DP guarantees) through A to the reports,
and using SecAgg to achieve meaningful DP guarantees from the
view of S. Our interest is in user-level DDP, where all items held by
any single user is encoded, bounded, and perturbed appropriately
by A, and are simultaneously guaranteed with DDP. The most
common way of bounding user contribution is via lz-norm clipping:
X — X- min(m, 1) where C € R*. By clipping to a certain C, each
user can only contribute x with l;-norm at most C, irrespective of
the number of items she holds.

3 OUR METHOD

We describe our method of performing FFE through collaboration
between users and server. At the user side, our proposed protocol
(Alg. 1) consists of the following steps:

(1) Data projection: Each user project x; to its Kashin’s repre-
sentation, which bounds the I, of x; while maintaining its I
geometry.

(2) Bounding contribution: User applies the clipped Poisson
binomial mechanism with threshold C to the Kashin’s represen-
tation, and sends it out to be processed by the SecSum protocol.

The server decodes the SecSum of user reports following Alg. 2.
In the following, we first describe these steps in detail, and subse-
quently study how to bound user contribution optimally.

Hereafter, we use the terms SecSum/SecAgg interchangeably.

Algorithm 3 Clipped Poisson binomial mechanism (cPBM)

1: Inputs: Representation y. Parameters 6, C, m
2. Output: Data encoded on a finite group Z?/I
3 Clip:y «vy- min(”y%, 1)

4: for k € [D] do

s plk] = gylkl +3

6:  Sample Z[k] ~ Binom(m, p[k])

7. Return: (Z[k])p.,

3.1 Data projection

We utilize the Kashin’s representation for data projection:

Definition 3 (Kashin’s representation [44]). For a set of vectors
(uk)l?:l’ the Kashin’s representation of x € R? at level K is the

set of coefficients y[k] satisfying the following: x = ZE:] ylk]ug,
max|y[K]| < 7= Ixll2-

One may think of it as a generalization of orthogonal bases
where one uses a redundant system of vectors (uk)kD:l’ u, € R to

represent x € R4, where D > d. Thisis called a tight frame when for
any x, the Parseval’s identity is satisfied: ||x||2 = Z?zl [(x, ug)|?. We
utilize this representation to spread out the information contained
in x across several coefficients of uy’s, to bound their I, -norm (such
that we can apply DP noises independently to each coordinate with
well-defined sensitivity). It also satisfies the following.

Lemma 1 (Uncertainty principle [51]). There exists a tight frame
U = [uy,..,up] such that D = ©(d) and K = O(1).

This means that one can represent any x with y = (y[1], ..., y[D])
is i _K K -
that is in the range [ b [|x]]2, b [|Ix||2]. Conversely, one can de

code y to recover x via x = Uy. Details of computing these values
are available in App. B.

3.2 Clipped Poisson Binomial Mechanism

Now each of the coordinates of y has bounded lo,. We next en-
code each coordinate of y to values on a finite group that is DP
and compatible with SecSum. We propose a variant of the Poisson
binomial mechanism [20] which we call clipped Poisson binomial
mechansim (cPBM), as shown in Alg. 3.

In particular, for each coordinate of y, we (1) clip its [ norm to
C, (2) encode y[k] to p[k] = gclip(y[k]) + %, (3) sample from the
binomial distribution, Z[k] ~ Binom(m, p[k]) and send Z[k] to
the server. Here, 0 € [0,1/4] and m € N are parameters that govern
the privacy-utility trade-offs. m is also the number of bits sent out
by each user. The clipping operation bounds user contribution, and
we use clipping/bounding user contribution interchangeably from
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now onwards. Note that for SecSum operating on a finite group
of size M, when summing n quantities of size m each, we avoid
integer overflows by choosing parameters such that M = nm. Thus,
each user sends log, (m) + log, (n) bits per dimension to the server.
Utility of ¢cPBM. Using properties of binomial distribution, it is
easy to show that the server receiving »;; Z[k] can make an unbi-
ased estimate of the mean and variance of y[k] via

2
_mw(Z 1= VarGIkD < )

4nmo?’

Privacy of cPBM. The SecSum of the outputs, };; Z[k], of Alg. 3
satisfies RDP, which is given below (proof in App. C.2).

Lemma 2 (cPBM RDP bounds). The SecSum of the cPBM outputs
of n users is differentially private, and its RDP of order A bounded
by €M) < 4 4 Jog max (I1y, I,), where m = Y0t +1 Bm(m n +

L1 +0)eMm 11, = 2" Bin(m, n', 9)(2 +0) (5 1220

0 N 0 n’ m+11 299
1220 = Asiyy. 1920 /41 1420 m
Tr0)¢ s Em = 1og(1 555 S s

1+29 n’ +1) Hm = log( 1-20 n’+1

550 ), and o’ = [271, Bin(m,np) = (3)p™ (1= p)" ™.

Asymptotically, (1) = @(md@zl/n).

Compared to [20], where only asymptotic bounds are given, we
re-derive the RDP of ¢cPBM to give an explicit and computable
bound with all the exact constants in the above Lemma.

3.3 Bounding contribution optimally (OcPBM)

Building on the tools developed in previous subsections, we intro-
duce OcPBM, our method to bound user contribution optimally.
We first characterize the expected Iz-error (Eq. 1) of cPBM.

Theorem 1 (cPBM’s expected lo-error). Let X be the decoded Sec-
Sum of user reports following the protocols of Alg. 1 and 2. The
expected Iz-error of cPBM is at most

Ellx - %||z < Vd - &(C; D) ()

where E(C;D) = % > max(0, [lyill2 = C) +C
being x;’s Kashin’s representation.

oo 92 with y;

The proof can be found in App. C. In essence, we first show
that the expected Iy-error of x equals to that of Kashin’s represen-
tation up to a multiplicative constant of Vd. Then, we perform
bias-variance decomposition on the expected Iz-error to arrive at
the required statement.

Theorem 1 indicates that choosing a C too small induces a large
bias, while a C too large causes a large variance. Choosing an
optimal C can hence lead to optimal bias-variance trade-off which
minimizes the expected Iz-error. It can be seen from the definition
of E(C; D) that it is a function convex in C. Thus, one can find the
optimal C by taking the derivative of &(C; D) to be zero:

1 | D
0——; Z 1+ W (5)

it|lyill.>C

Thus, the optimal C is the 1 — ,/ 5 -th quantile of ||yi||2-
Since the optimal C is data (||y||2) dependent, it has to be esti-

mated privately to avoid privacy leakage. We resolve this issue in
the next Section.

Anon.

Remark on clipping threshold and privacy budget. One may
wonder why the clipping threshold can be chosen according to
Eq. 5 without affecting the privacy budget €. This is because in
our formulation, ¢ does not depend explicitly on the threshold
C (Lemma 2), in the same way that the privacy budget of the
Gaussian mechanism does not depend on the clipping threshold:
(e,8) = (y2log(1.25/6)/0,5) when the noise scale is Co. This
does not contradict the common fact that larger C introduces larger
"noises"; from Eq. 3, we see that the variance of the private output
is proportional to C%; larger C indeed leads to larger uncertainty in
the estimation of the output.

Remark on novelty. Our insight leading to optimal bias-variance
trade-off lies in our careful algorithmic design: by bounding user
contribution in the representation space and applying a suitable DP
mechanism, we can solve a convex function for an optimal threshold
with theoretical guarantees. Naively, one could bound user contri-
bution by clipping x directly and using well-known discrete DP
mechanisms (e.g., discrete Gaussian [42]) to achieve user-level DP
under SecSum constraints. This however does not work well as
clipped x encoded and added with discrete (Gaussian) noises leads
to a complicated non-convex expression of the ly-error that is hard
to optimize (e.g., Eq. 63 of [42]). Experiments to be presented in the
subsequent sections also verify our approach’s effectiveness.

4 FEDERATED QUANTILE ESTIMATION

Quantile estimation is well studied under the central-DP model
[36, 60, 61]. These algorithms utilize sub-routines such as sorting
that require the full view of data not possible under the distributed
settings. Recently, [57] studied this problem under the federated
setting by essentially quantizing per-user values to per-user (flat or
hierarchical) histogram, performing randomization, and aggregat-
ing them using SecSum.

Here, we propose an alternative quantile estimation solution
based on wavelet decomposition techniques. Our contribution here
is showing that it performs even better, and how this technique can
be adapted to be compatible with DDP constraints.

4.1 Setting and Baselines

Recall that our aim is to obtain the quantile of of ||y;||2, which is a
private statistics to be calculated from each user i holding ||y;||2.

Flat histograms. Consider a one-dimensional (non-empty) his-
togram of range B with 2 bins. 2 In this approach, each user dis-
cretizes ||y||2 into her local histogram: ||y||2 € {0, l}zb. Then, the
user applies DP noises (e.g., cPBM introduced earlier) to each bin of
the histogram, and finally sends the histogram to the SecSum pro-
tocol [57]. The quantile is estimated from the aggregated histogram
by finding the bin that minimizes the difference between the esti-
mated and target quantile. Denote the bin size by A. This approach
yields error depending linearly on the range of the histogram, B:

Proposition 1. The variance of the estimated quantile of the flat-

histogram approach is at most Varg,(y) < m when the

underlying DP mechanism is cPBM (proof in App. C.4).

2The number of bins can be any integer; making it equal to the power of 2 is simply
for later convenience.
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HH 44
DHT -0.5
20 24
1 0
12 8 12 12

FSHdbdnd b
Figure 2: An example of using a binary tree to perform quan-
tile/range estimation. The leaves (circles) represent the his-
togram bin counts. The upper part of the internal nodes
(rectangles) represents the hierarchial histograms (HH) ap-
proach, which maintains the sum of all leaves below it. The
lower part represents the Discrete Haar wavelet transform
(DHT) approach, which maintains the Haar coefficient calcu-
lated using Eq. 6. To perform federated quantile estimation,

each user adds DP noises to her own binary tree, and sends
it to the secure aggregation protocols. See text for details.

Hierarchical histograms (HH). [57] also considered an alterna-
tive approach where each user maintains, on top of the single bins
as in the flat histogram approach, aggregated counts of the bins in
the form of a binary tree, consisting of nodes where each of them
is the sum of all leaves below that node. See Fig. 2 for an example.

As before, the user applies DP noises to all the nodes and leaves
(bins) and send the histogram to the SecSum protocol. The main
strength of HH comes from using counts from upper nodes to
estimate the quantile, resulting in less noisy estimation. In fact,
asymptotically, the error has logarithmic dependency with respect
to B (proof in App. C.5):

Proposition 2. The variance of the estimated quantile of the HH
approach is at most Vargp(y) < 1048; (nfig %)

DP mechanism is cPBM.

when the underlying

4.2 Discrete Haar Wavelet Transform (DHT)

Although the HH approach has lower asymptotic error as indicated
by Proposition 2, [57] finds that in practice, the flat histogram ap-
proach performs better. One reason is that the HH approach does
not fully utilize the binary-tree structure, leading to redundancy:
we output the value of each node, which should sum to the value
of the parent node (output independently by the HH algorithm).
While some studies aim to reduce this redundancy to improve esti-
mation via postprocessing [38, 39, 46], we explore an alternative
representation of the binary-tree structure where no such redun-
dancy occurs: the Discrete Haar Wavelet Transform. Here, pairwise
averaging and differencing of child nodes are performed, instead of
performing summation as in the HH approach. The resulting node
values/coefficients are independent to each other, and therefore
have no redundancy [63].

More technically, as before, consider a binary tree over 8 with
2b leaves corresponding to each of the bins. Suppose [ is the level
of the node v in the binary tree, starting at zero from the leaves.
The Haar wavelet coefficient, or simply Haar coefficient H;[v] for

Algorithm 4 User-side DHT protocol

: Inputs: Data x;. Parameters B, b, 0", m’

: Output: Haar coefficients

: Step 1: Calculate Kashin’s representation’s norm, ||y;||2

. Step 2: Discretize ||y;||2 to histogram (range B, bin size 2°)

: Step 3: Apply DHT (Eq. 6) to histogram to yield H;’s

Step 4: Apply cPBM to H,’s with parameters 6’, m’ to yield H;
Return: Hl

N9 U W =

Algorithm 5 Server-side DHT protocol

. Inputs: SecSum of user data Hj, Target quantile y*, bin size A
: Output: Estimated quantile of ||y;||2

. Step 1: Decode SecSum of H; with Eq. 3 to yield H;

. Step 2: Decode H; with Eq. 7 to yield &

: Step 3: Obtain ¢ = argmin,,cjeaves! @ -’

6: Return: A - 9 as the estimated quantile of ||y;||2

W N =

o

node v at level [ is defined as
Hylo] = (ar - ap) /2!, (6)

with ar (ag) being the total counts of the leaves in the left (right)
subtree of v. Defining the base coefficient Hy as the sum of the
counts of all leaves, we can decode the leaf count (or the count of
bin v,0 € [2°] of the histogram), c[v], from the Haar coefficients
as c[v] = Hy + 2y Hy[v] - g;[v], where g;[v] is +1 (-1) if v is in the
left (right) subtree of the I-level ancestor node. See Fig. 2.
Federated quantile estimation via DHT. We adapt DHT to fed-
erated quantile estimation with the following user protocol. Each
user first discretizes her ||y;||2 into a histogram of range B with 2b
(b € N) bins. We rescale the Haar coefficient to be Hj[v] = ar — ag
such that each user only has a non-zero leaf on her binary tree,
and a non-zero Haar coefficient of bounded value, +1 at each level.
The user then applies cPBM to all nodes of the binary tree with
C =1, and subsequently send them to the SecSum protocols; see
Alg. 4. The server finally obtains a summation of the binary trees,
obtaining the estimated coefficients, I:Il’s, as an unbiased estimator
of H;’s. The leaf count can be decoded as follows:

clol = Ho+ Y, L g o) )
1

and be used to estimate a quantile via Eq. 7 by summing up c[v]’s
from the first leaf node to a given range and dividing it by the
number of user (Alg. 5).

Utility. Observe that for any internal node of which all or none of
its child leaves is a subset of the given range, its contribution to Eq.
7 is exactly zero. Non-zero contributing terms are ranges with leaf
nodes that "cut" through the subtree of an internal node. Roughly
speaking, this implies that the number of noisy Haar coefficients
that contributes to quantile estimation is logarithmic with respect
to the range.

Let us quantify the variance of the estimated quantile more pre-
cisely. Let ¢[1 : o] to be the estimated sum of counts up to v-th leaf
node. Also let s; [w] (sg[w]) be the number of leaf nodes within
the range in the left (right) subtrees of node w. Then, we can write
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Algorithm 6 Two-phase FFE protocol (TFFE)

1: Inputs: User data x;. Parameters B, b, U, 0, ', m, m’

2: Output: Estimated frequencies

3: Step 1: User applies DHT (Alg. 4) and sends the Haar coeffi-
cients to the SeSum protocol

4: Step 2: Server obtains the SecSum of the Haar coefficients, and
returns the estimated DP quantiles, C (Alg. 5)

5. Step 3: User runs OcPBM with € and sends it to the SecSum
protocol (Alg. 1)

6: Step 4: Server obtains x with Alg. 2

7. Return: X

¢[1:0] =ovHo+ X, (sL[w] — sﬂw])ﬁ%. The threshold that cor-

responds to the optimal quantile y* is v that minimizes |¥ -yl
With this observation, we have the following Proposition quantify-

ing the utility of the DHT protocol (proof in App. C.6).

Proposition 3 (Utility of DHT). The variance for federated quan-
tile measurement using the DHT protocol is at most Var(y) <

%, with A =: B/2b the bin size, m’, 6’ parameters of cPBM.

Other advantages. The design of our protocol has several key
advantages, in addition to the logarithmic dependency on the range
B and non-redundant properties: (a) The Haar coefficients of the en-
tire population can be conveniently reconstructed from individual
Haar coefficients by summation, satisfying SecSum requirements.
(b) The entry of the binary tree is symmetric around zero, i.e. it
is bounded to be +1 (such that there is no positive bias, unlike
common histogram approaches that have entry of either 0 or 1);
it is convenient to apply DP mechanism like cPBM which is also
symmetric around zero without any modification.

4.3 Federated Frequency Estimation Protocols

Equipped with the quantile estimation techniques, we propose an
end-to-end protocol, extending the single-round data aggregation
setting to a two-round scheme that first have all users estimate the
quantile of ||y||2 privately, before performing FFE by aggregating
all users’ frequencies with the estimated quantile. Alg. 6 outlines
our two-phase Federated Frequency Estimation protocol, TFFE: we
first let each user quantize her ||y||2 into a per-user histogram, and
process the histogram with DHT before aggregating it via SecSum
to estimate the quantile of ||y||2. Then, we perform the estimation
using Alg. 1 to obtain the desired frequency. The overall privacy
guarantees are given as follows (proof in App. C.7):

Proposition 4 (Privacy guarantees of TFFE). Let m, 6 (m’, 6") be the
parameters of the underlying cPBM applied to federated quantile
(frequency) estimation in Alg. 6. Then, Alg. 6 satisfies €(4)-RDP
where e(1) = ©(md6?A/n+m’ (2% - 1)6"%A/n).

Extension to multi-round Federated Frequency Estimation
(MFF). Here, we consider briefly the situation where not all users
are not available at the same time, and aggregating all user data
requires multiple rounds of communication, motivated due to the
following practical reasons: (a) the population is too large that the
server has to process the data in batches due to communication and
compute constraints. (b) Users (e.g., mobile devices) may not be

Anon.

available at the same time to participate in FA as they may face bat-
tery outage, network disconnection, etc.. Under such a constraint,
it may be too inefficient communication-wise to gather all user
reports synchronously twice for quantile and frequency estimation.
We henceforth propose to estimate the quantile or threshold in an
online and private fashion, while performing frequency estimation
simultaneously.

This can be done by, at communication round r, requiring the
users, along with their data clipped with the online value of C, cm),
to send a private indicator of whether her ||y;||2 is larger than C (r),

]I” 7 > The private indicator can be privatized with cPBM,
i 2

and aggregated via SecSum to estimate the current quantile, )7(’ ).
Consequently, it can be used to update C geometrically to move it
closer to the desired y*: CU*D) « (") exp(—n(73(") - y*)), where
1 is the learning rate parameter. Frequency is then estimated with
improved values of C at each round, and the overall frequency is
obtained at the end by aggregating results from all round. Details of
the protocol, the validity of Theorem 1 for the multi-round scenario,
and the privacy guarantees can be found in App. D.

5 EXPERIMENTS

We provide empirical studies of our method and protocols in this
Section. 3 We first give an in-depth analysis of each part of our
proposed protocol to demonstrate that our theoretical findings are
well supported empirically. Then, we investigate the performance
of our protocol compared to existing approaches. Due to space
constraints, we relegate some additional results and details to App.
E.

Common setup. Throughout our studies, we use both synthetic
and real-world datasets:

o Synthetic data: We generate both i.i.d. and heterogenous data
following [50] : For i.i.d., each user samples 100 samples from
p, a discrete distribution over [d] with probability proportional
to 1/j for j € [d]. For heterogenous dataset, we sample n k’s
from Dir(2). Each user i draws 100k; Poisson samples from p; ~
Dir(p/2) where p is the same distribution defined for the i.i.d.
dataset.

o Real-world data: Two real-world datasets are used: Foursquare:
We use the long-term (April 2012 to September 2013) global-
scale data of users checking in to various locations [64]. Each
user is assigned an anonymous ID, and the check-in data is a
two-column table containing anonymous ID and location ID.
The location IDs can be divided into different categories (arts,
coffee, restaurant, etc.). We link each user ID to its check-in
categories to build the user histogram. A histogram with d bins
is a histogram with the top-d most checked-in categories globally.
Sentiment140: We use a dataset of user tweets [37]. For each
user’s tweets, we parse them to words and treat the words as
items for the histogram. A histogram with d bins is a histogram
with the top-d most used words over all users.

5.1 Analyzing each component of our protocol

We first give an in-depth empirical analysis of various proposals
and arguments given in the previous Sections.

3Code: https://anonymous.4open.science/r/fedfreqest-anonymous-DCF5
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sentiment140, n=1e4, d=50
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Figure 3: Our thoretically derived bound (blue) indeed upper-
bounds the true l;-error (red) when varying threshold C.
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Figure 4: [-error versus privacy budget for various parame-
ters of cPBM.
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Figure 5: Federated quantile estimation, comparing our DHT
approach (orange) with flat-histogram (green), hierarchical
histograms (red), and the un-noised histogram (blue). The
orange line almost overlaps with the blue one, demonstrating
excellent agreement with the true quantile.

Our bound in Theorem 1 indeed upper-bounds the true error.
We first empirically verify Theorem 1, which provides an upper
bound on the Iy-error as a function of C. To do this, we plot the true
l-error and the upper bound, setting n = 10%4,d =50, =0.2,m =
30, running the experiments three times and taking the average,
in Figure 3. It can be seen that our upper bounds on the expected
Iy-error is indeed larger than the true ones. Similar conclusions
apply to other datasets; see App. E.

iid. dataset | C* | 0.9 092 094 096 0098

default 1.160 | 1.217 1.011 1.141 1.109  1.205
d = 1000 3.168 | 3.300 3.391 3460 3.506 3.603
m =10 1.909 | 1.919 2.003 1.904 2.248 2.146
n=10° 0.334 | 0.425 0412 0366 0.358 0.387

Table 1: [;-error of OcPBM (C set to C*) and ¢cPBM with C set
to various quantile values. Bold values are fixed quantiles
that yield minimal errors. There is no single fixed quantile
that minimizes the [;-error for all settings.

Our selection of quantile is robust and yields almost minimal
measurement error. We study how sensitive the lz-error is with
respect to the value of the quantile for various settings of data and
hyperparameters. To do this, we use the i.i.d. dataset, and let the
default setting to be n = 10%, d = 50,m = 30,0 = 0.2, varying n,d, m
for other settings. Then, we measure the [-error obtained from
cPBM with fixed quantile values. These are to be compared with
OcPBM, where the optimal quantile is chosen adaptively.

The results are in Table 1. We see that the optimal and fixed
quantile varies across different settings, meaning that there is no
single fixed quantile that can achieve empirically minimal error
for all settings. Our results also show that the the error is quantile-
sensitive. However, the error obtained from OcPBM is either optimal
or remains close to the empirically optimal and fixed quantile, at
most 1.15 times larger. This shows that OcPBM can provably choose
the optimal quantile adaptively based on the properties of data and
hyperparameters, which also means that OcPBM is robust across
datasets and hyperparameters, always achieving close-to-minimal
error.

Hyperparameter selection. We next study how the parameters
of cPBM (0 and m) affect utility and privacy. We plot the I-error
(with optimal C) for m = 4, ..., 256 and different values of 6 in Figure
4 . Note that 8 cannot be too small; otherwise no optimal solution
for Eq. 5 would exist. We find that when fixing e, different 6’s do
not affect the utility much, but changes the range of € given a fixed
range of m’s. As we are interested in € in the O(1) range, 6 = 0.2 is
most suitable, and for the rest of the paper, we set 6 = 0.2.
Federated quantile estimation. We now compare the proposed
DHT protocol with the baseline approaches (flat histogram and HH),
outlined in Section 4 empirically. We note that one must choose
a suitable range of the histogram, B to compare these approaches.
By noticing that [[y[|2 < K]|x||> from Def. A, and [|x[|2 < [[x[|1, one
can set the range of B to be K times the maximum number of items
held by any user, max;||x;||;. 4

Figure 5 compares the quantile function (cumulative distribution
function) of the non-DP (un-noised) histogram, DHT, the (DP) flat
histogram, and HH. We see that the DHT histogram traces the non-
DP histogram better than the flat histogram and HH approaches.
Particularly, the quantile in consideration (Eq. 5) is close to 1 for
large n; other approaches fluctuate around 1 and cannot give accu-
rate estimation for quantiles we are interested in. See App. E for
other figures and a more quantitative comparison.

4We consider the maximum number of items held by any user to be a known non-
private value; in practice, commercial devices typically have default upper limits or
can set limits based on their storage capacity.
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Dataset d CDP LDP Best C* OcPBM Crnedian Normalize  Sample(one) Sample(@.25)
iid. 50 0.04 +£0.00 20.82 +9.58 1.21+£0.07 | 1.16 £ 0.18 1.49 +0.16 27.3 £0.00 28.2 £ 0.00 26.9 £ 0.02
100 | 0.04 £0.00 17.09+11.41 6.02+0.24 | 6.29 £0.52 9.19+0.22 24.4 £ 0.00 24.7 £0.00 23.79 £ 0.01
hetero 50 0.35+0.03 43.04+18.12 4.93+0.35 | 5.31 £0.64 10.38+0.13 28.14+0.00 28.40 + 0.00 28.62 £0.12
100 | 0.31 £0.03 51.24+£33.84 5.86+0.55 | 5.35+0.08 19.5+0.02 24.4 £ 0.00 24.7 £0.00 24.85 £ 0.04
Foursquare 50 0.49+0.03 27.29+12.1 3.92+0.36 | 4.47£0.25 6.62+0.10 17.46 £ 0.00 17.76 = 0.00 17.8 £0.23
100 | 0.48 £0.02 36.4 +24.64 4.71+£0.22 | 590+ 0.50 6.42 +0.00 17.69 £ 0.00  18.00 + 0.00 18.43 + 0.24
Sentiment140 50 0.02 +0.0 1.84 £0.61 0.28 £0.03 | 0.29+0.04 0.41 +£0.01 1.00 £ 0.00 1.19 £ 0.00 0.37 £ 0.03
100 | 0.03 £0.0 2.39+£1.48 0.32+0.02 | 0.36 £0.02 0.39+0.01 1.05 £ 0.00 1.25 £ 0.00 0.48 £ 0.01

Table 2: I;-errors of two-round federated frequency estimation. Mean (standard deviation) over 5 runs.

Dataset d Best C* OcPBM Cymall Crnedian
iid. 50 0.54+0.04 | 0.65+0.08 0.94+0.10 3.47+0.11
100 | 0.7 £0.04 0.65+0.05 1.3+0.06 2.93 +£0.07
hetero 50 2.67+0.20 | 2.85+0.26 4.97+0.20 10.45+0.08
100 | 3.22+0.17 | 3.26 £0.09 5.92+0.07 8.81 +0.07
Foursquare 50 2.37+0.22 | 3.26 £0.09 5.92+0.07 8.81+0.07
100 | 2.92+£0.27 | 2.93+0.20 4.85+0.14 6.66 +0.06
Sentiment140 50 0.15+0.01 | 0.14+0.01 0.23+0.01 0.38+0.00
100 | 0.19+0.01 | 0.19+0.01 0.27+£0.01 0.35+0.01

Table 3: I;-errors of multi-round federated frequency estima-
tion. Mean (standard deviation) over 5 runs.

5.2 End-to-end comparisons

Here, we first study the empirical performance of our two-phase
FFE protocol (TFFE, Alg. 6) and compares it with existing baselines.
Additionally, we evaluate the multi-round FFE (MFFE) protocol as
studied at the end of Section 4.3.
Baselines. Let us consider existing solutions of bounding user
contribution for performing FFE.

e Normalize: One common approach in the literature, e.g., [6], is
to simply normalize user contribution to one: x; « x;/[|x;||2-

e Sample: Another conventional method, considered in, e.g., [15],
is to sample a fixed number of instances from users and add noises
proportional to the number of items sent for privatization. We
consider sampling a single item (Sample(one)), and at most 25%
(Sample(@.25)) of the maximum number of items, max;||x;||1,
from each user. In App. E, we consider more variations.

® Cinedian: Furthermore, we consider a heuristic baseline of clipping
user contribution by its median, Cpedian [5]-

o CDP: We consider the central-DP setting, where there is no feder-
ated or secure aggregation constraints on performing frequency
estimation. We use the Gaussian mechanism (compared under
the same values of €, §) for quantile estimation and frequency
estimation [40].

e | DP: We also make comparisons with the local DP model [22, 30].
Again, we use the Gaussian mechanism for privatization but
with the noise multiplier set to satisfy local (¢, §)-DP instead.
We set m = 30 for Alg. 1, b = 6 (2° bins), #’ = §and m’ = 3

for DHT. This means that the privacy budget is split to around

10:1 between performing frequency estimation and quantile esti-

mation. The total privacy spent is € = 2.8 (4) for d = 50 (d = 100)

and § = 1074, Table 2 shows the full evaluation results. We see

that non-quantile-clipping methods have significantly larger errors,

suggesting room for improvement in more advanced applications
of FFE presented in, e.g., [6, 15]. Our method, private C, on the
other hand, has error very close to the optimal C*, basically out-
performing all federated baselines (including additional baselines
in App. E). Note also that the CDP baseline has at least one order-
of-magnitude less error, but it requires different sets of (stronger)
trust assumption. Conversely, the LDP model has a much larger
error as expected. Our DDP model strikes a balance between these
two approaches.

Multi-round Federated Frequency Estimation (MFFE). We
also evaluate the performance of our multi-round FFE protocol
discussed at the end of Section 4. The baselines in consideration are
online quantile estimation but with the target quantile set to match
(1) Crnedian» the median, (2) the per-round optimal quantile, Cga11,

ie,thel—,/ ‘lm'w-th quantile of ||y||2, where N is the per-round

number of user (the motivation of this scenario is discussed in
App. D). Furthermore, we consider the best-case scenario with the
threshold to be the optimal one, C*, set non-privately by hindsight.
We see that our method, private C, has error very close to the
optimal C*, and outperforms other baselines. See App. D for more
details related to the empirical analysis of MFFE.

Additional results. Here, we summarize additional results in-
cluded in App. E, not included in the main paper due to space
constraints. We include detailed results of experiments presented
above, considering more variations of datasets, hyperparameters,
and other factors. We also explore DP mechanisms other than the
proposed cPBM. Additionally, we conduct a detailed study of the
multi-round protocol in App. E.1, examining the convergence speed
of online quantile estimation, learning rate settings, and related
aspects. Finally, we compare the two-phase and multi-round pro-
tocols under the same communication and privacy constraints,
demonstrating that TFFE generally achieves better privacy-utility
trade-offs. Therefore, we recommend using TFFE when practical
issues (e.g., user unavailability) do not hinder the aggregation of all
user reports in one round.

6 CONCLUSION

In this paper, we have presented end-to-end federated frequency es-
timation systems, performing threshold optimization and frequency
estimation with discrete DP mechanisms, that strictly satisfy user
DDP and secure aggregation constraints while achieving nearly
minimal measurement error. We have also provided empirical evi-
dence showing that our protocols are practical and effective.
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Notation | Definition

n total number of users, n € N

d domain size of histogram, d € N

number of item j held by user i, x; € R4
k-th coordinate of user i’s representation,

yi € RP

k-th coordinate of user i’s discrete value

to be sent to SecSum protocols, Z € Z]BI
dimension of Kashin’s representation, D € N
clipping threshold, C € R*

tight frame, U € R4%P

cPBM parameter, m,m’ € N

cPBM parameter, 6, 0" € [0, 1/4]

range of histogram, B € R

Bin size, A € R

number of levels in the binary tree, b € N
r-th round of multi-round communication, r € N
number of communication rounds, R € N
number of users per round, N € N

learning rate, n € R

~

R 3

SZz™ISTEWR2I OO0

Table 4: Summary of notations

APPENDIX
Table 4 shows the notations used throughout the paper.

A ADDITIONAL RELATED WORK

Industrial application of federated frequency estimation.
Google’s Pixel phones leverage federated frequency estimation
to show users what songs are playing in the room around them
[58].

Secure aggregation protocols. We note that there are crypto-
graphic primitives that work with floating-point representation,
applicable to common DP mechanisms like Gaussian mechanism
[3]. However, they do not scale well for cross-device applications
of our interest, involving at least thousands of users. Moreover,
these primitives may be vulnerable to floating-point representation
attack, increasing attack surfaces [41]. As far as we know, SecAgg
is the leading cryptographic solution that is succesfully applied
to real-world products, °> and we henceforth focus on studying it
in this paper. We also note that there are also alternative secure
technologies applicable to large-scale cross-device applications,
such as the use of trusted execution environment and shuffling
[8, 11, 21, 32, 48], but they require the use of specialized hardware
and face other risks (e.g., side-channel attacks).

User-level privacy. Previous work in the literature studies user-
level privacy with assumptions on data distribution [24, 35, 47, 49,
56], except [4, 40, 50], whereas ours does not require such assump-
tions. [4, 40, 50] however put attention mostly on the central-DP
settings, unlike ours, which take DDP constraints and federated
settings into account.

Shttps://research.google/blog/distributed- differential-privacy-for-federated-
learning/
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Applications of Kashin’s representation. We note that Kashin’s
representation has applications in the local DP model, and in the
context of communication efficiency [18, 31, 59].

B ALGORITHM FOR COMPUTING THE
KASHIN’S REPRESENTATION

The tight frame U is generated as follows: one generates a random
orthogonal matrix of size D and selects the first d columns (in
scipy,itisscipy.stats.ortho_group.rvs(dim=D).T[:, @:d]).
To compute the Kashin’s representation, we use the algorithm
outlined in the original paper [51]:

Input:

o A tight frame (ui)iDz ,in R? which satisfies the uncertainty
principle with parameters 1, v € (0, 1).
e Avector x € RY and a number of iterations r.

Output: Kashin’s decomposition of x with level K = (1—7)~! y-1/2

and with accuracy 7" ||x||2. The algorithm looks for coefficients
ai,...,ap such that

D
x = ) agul| < p7llxl,
i=1 2
il < ]
max|aj| = —|[|X]|2.
i \/5

Initialize coefficients and truncation level:

aj—0, i=1,...,D;

X
o lxllz

VvD

Iterate the following r times:
e Compute the Kashin’s representation of x and truncate at
level M:

bi « (xui), by —ty(by), i=1,...,N.

e Reconstruct and compute the error:

D
Tx « Zbiui; x «— x—Tx.
i=1

e Update Kashin’s coefficients and the truncation level:

aj < aj + \/Bl;i,
M « nM.

i=1,...,D;

C ADDITIONAL STATEMENTS AND PROOFS

C.1 RDP-to-DP conversion

Lemma 3 (RDP-to-DP conversion [7, 14]). A mechanism M sat-
istfying (A, € (1))-RDP also satisfies (¢, §)-DP, where 1 < § < 0 is
arbitrary and e is given by

log (1/48) + (A — 1) log (1 — 1/1)
A-1 ’

=mj A
€ mjne()+

®)
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C.2 Proof of Lemma 2

Let us reiterate Lemma 2 below.

Second term. Similarly,

P(m) _ Bin(m n+1,1-9)

Lemma 4 (cPBM RDP bounds). The SecSum of the cPBM outputs o(m) ~ (2 +0)Bin(m — 1,n’, 1 - 0) + ( - 0)Bin(m, n’, 1 - 6)

of n users is differentially private, and its RDP of order A bounded

(1) -0 s oyrnen

1335

1336

1337

1338

1339

by _ 1340
d Lio) (™ )L -om-1(L o) +i-m 4 (L _g)(")(L —o)m(L +gyr-m
e(/l) < logmaX(Hl,Hg) (2 )(m—l) 2 1) (2 ) (2 )(m)(z ) (2 1242
where - e +0)4 Wtlom 1 (1 1343
n'+1 ' % (2 % nHL 540 (2-9) 1344
Iy = Z Bin(m,n’ +1, = + H)elg'" _ 1 1345
1+20 m 1-20 n’+1-m :
m=0 1-20 w+1 T 1420 w41 :ij
1+20n" +1-m 1-20 e hm ‘
Em log( il i n ), 1348
-20 n'+1 1+20n" +1 L . . 1349
This yields the p term of IT; in Lemma 2 . Noting that
n+1 1350
m 1+20 1-20
i m 1 1351
= ZBI“(’"" OGO G T T Q(m) = (5 +OBin(m — 1w, >~ 0) + (5 ~ OBin(m ', > —0)
1,9 1_ 1353
1420 m  1-20n'+1-m — Bi 1 _atio m__2*
=1 + , =Bin(m,n’, = = 0)(5 +6)( — 1 +3 ) 1354
g r1 T 1920 wal ) 2 2 Tmmtly -0 5+0 1355
and n’ = [251], Bin(m, n,p) = (1) p™(1 - p)"~™. = Bin(m, ', = = 0)(% + 0)(— " 1+20 1—29), 1356
2 2 n-m+11-20 1+20 1357
Proor. Since (:ach coordinate (?f x has boundéd nor@, the overall we obtain [T, combining the above two expressions and summing 1358
RDP can be obtame‘d by composing the one-dimensional (scalar) up m from 0 to n’ + 1. = 1359
case of cPBM by d times. 1360
For the scalar case, Lemma 3.6 of [20] tells us that the RDP of 1361
PBM is equivalent to calculating the maximum of the following C.3  Proof of Theorem 1 1362
two divergences: First, we write x’s in its Kashin’s representation. From Equation 1 1363
and the definition of Kashin’s representation, 1364
(1) Dy (PBer(%—9)+Binom(n’,%+9) ||PBin0m(n’+1,%+0)) ) 1365
D
2) D (P . , P, . , ) _ : 13 . 1366
(2) Dy Binom(n’+1,1 -6) I Ber(%+9)+Bmom(n ) 1% — x|| Z (; Z(Z U]k(yl yi[k]) e
We give the explicit expression of these below. Note that for both Jj=1 i=1 k=1 16
the divergences, they are a summation of the event-level divergence d /D 2 160
/ 2 .
over m from 0 ton” + 1, Zr,;;é % Fixing m, we expand the (Z Ujr (y.[k] - 9. [k])) 1370
Bernoulli term to evaluate the divergences explicitly. We also write J=1 Mke=1 1371
Bin(m,n,p) = (;)p™ (1 - p)*~™. 1wn . ) ) 1372
First term. Sinee Here, y.[k] == 5 X1, yi[k]. Using Cauchy-Schwarz inequality, 173
P(m) = (%~ )Bin(m— 1.0, 2 +6) + (% + O)Bin(m.n’, 2 +6) d (D : D e
m) = (= —0)Bin(m—-1,n’, = = in(m,n’, - , . . 1375
2 . 2 2 Z Z ik (y-[k] = 3.1 ) Z Z ]k,Z(y -9 lkD*
Q(m) =Bin(m,n’ + 1, 3t 0), J=1 Wk=1 k=1 =1 1577
=dlly. - ﬁ”% 1378
and 1379
Bin(m — 1,7/, % + 9) m 1 due to the orthogonal properties of U. This shows that up to a 150
Bin(mn’ +1,1 + 0) T T % 10 multiplicative constant, the expected ly-error of x is eq.ulvalent to a1
that of y. We henceforth analyze the expected Iz-error in terms of -
Bin(m, ', 1 + 0) Wrl-m 1 the Kashin’s representation, i.e., ||y. — §. ||§ 135
- - T = 5 T , By Jensen’s inequality, ]
Bin(m, n’ + 1, 5+ 0) n’+1 3 0 1384
1385
rearranging the terms, we get D 1386
X \ Elly. = §.ll2 < {|E Y (y. [k] - .[k])?
P(m) 1420 +1-m 1-20 m AE k=1
= = em 1388
Q(m) 1-20 n'+1 1+20n +1

By noting that

This produces the expression of II; in Lemma 2 summing up m

from 0 to n’ + 1.

(B [§.[K]] = y.[k])? = (B [§.[k]1)? - 2E [. [k]] y. [K] +y.[k]%,
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and that Var(i). [k]) = E(§.[k]%) — (B[§.[k]])?, we perform bias-
variance decomposition as follows.

D
B (y.[k] - §.[k)? = IE[y.] .2 + D - Var(j.)
k=1
< E[y.]-y-ll2 + VD - Var(g.)
ﬁ. Note that

1 - Yi
DY @—TTMZ
illyal>C yillz

D
:l 2k_cz
I AL (S

izlly:ll>C k=1

== [ > il -0

it|lyill.>C

where Var(g.) <

IELY.-] =y-ll2

1 n
<~ > max(0.llyillz = ),
i=1

using the fact that I, distance is always smaller than [; distance.
Summarizing, we have E||x—x%||2 < d-||ly.—¥.||2 < ’ll

C) +C, ’4”;’#’ as required.

C.4 Proof of Proposition 1

For each bin, the variance is 1/4mn?6? according to the argument
given in Section 3.2. By summing up all bins, B/A in total, we obtain
the desired variance.

C.5 Proof of Proposition 2

Any quantile can be determined using at most log, (B/A) nodes
[16, 27]. The conclusion follows from the argument presented in
the proof of Proposition 1.

C.6 Proof of Proposition 3

Notice that at each level of the binary tree, the range can only cut
through one of the nodes. Moreover, at level [, |sp [w] — sg[w]]| can
é[1:0]

only be at most 2/=1 the variance of the quantile y := === is then

upper-bounded by (slightly abusing notations by writing H;[w] as
Hy)
¢[1: 0] 2272 H o1, H
Var(T) < ; 7\/&1‘(7) = Zl: ZVar(V)

The variance of % applied with PBM with parameters § and m is
bounded by m. Writing the discretization error as A =: B/2P,
log, (B/A)

we have Var(y) < 16mn26? °

C.7 Proof of Proposition 4

The underlying DP mechansim for both federated quantile and
frequency estimation is cPBM, which satisfies RDP as described in
Section 3, with one difference in federated quantile estimation: as
we apply cPBM independently to 2b — 1 Haar coefficients, the RDP
of quantile estimation equals to those given in Lemma 2 with d set

=1 max(0, [lyill2—
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to 28 — 1 instead. By RDP composition and Lemma 2, we obtain the
required statement.

D MULTI-ROUND FEDERATED FREQUENCY
ESTIMATION

Suppose there are R rounds of user-server communication. Let N
be the number of users per round, and assume that each user only
reports once in the whole cycle of FFE. Then, we have that the
product N - R equals n, the population. Let x(") be the user data
contributing to FFE, and #(") be the estimated frequency at round
r € [R]. Our target is to estimate x = 1% Zle £ with minimum
expected Iy-error.

Since at each round, the number of users is now N instead of
n, one may wonder if we should modify the optimal quantile in

. D . . .
Equation 5 to 1 - / 77 -th quantile. In fact, the optimal quantile
isstill 1 — [4%, under mild assumptions, as shown below.

mno

Corollary 1. Let #(") be the estimated frequency at round r. As-
sume that users sending reports each round are i.i.d. samples, i.e.,

1yvR 1 yN .(N] _ 1 yvN (1] _ 1 5 :
E [ﬁ 2r=1 N Zim % ] =E [ﬁ Ziz1 % ] = 7 L=y %i- Setting
the threshold to 1—/ 4;# at each round to estimate X, minimizes
the upper bound of the expected Iz-error as in Equation 4.

Proor. In the multi-round setting, the upper bound given in
Equation 4 stays the same except with the single-round estimator
x replaced by the multi-round estimator, % 2521 (") Let y; be
the Kashin’s representation of user i at round r. By repeating the
argument of the proof of Theorem 1, we arrive at

181 Y D
Elx—%lz<= Y — 0, Iy ll2 = C) + Cy| ——
1512 < 7 21 Y max(0 Iyl =0+ €y

r=1

1 & (r) D
r
~N;mmmm|uCthmm

for all r using the i.i.d. assumption. Similar to Equation 5, we opti-

mize the threshold to obtain
D
+ [
V 4mn6?

1
0=-=
itlly;” Nl.>C
Hence, setting the threshold such that the quantile is 1 -,/ % at
mno'
each round minimizes the upper bound of the expected lz-error. m

Online quantile estimation. Next, we consider how to estimate
the optimal threshold in an online and private fashion. We take in-
spirations from [5] by requiring the users to send extra information
(privately) about the threshold along with the usual frequencies at
each round. Algorithm 7 outlines our protocol, MFFE.

Strategy advantages. This strategy has several attractive proper-
ties:

o efficiency: user participates only once as the threshold is
estimated along with frequency measurement in the same
round and only a few extra bits are required.

o The online estimation problem is convex and the geometric
update guarantees convergence [5].
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Algorithm 7 Multi-round FFE protocol (MFFE)

1: Inputs: Data x;. Target quantile y*. Tight frame U. Parameters
R N,n,0,0/,m,m’,C
: Output: Estimated frequencies
c) ¢
: Forr € [R] :
User-side:

Step 1: Run OcPBM on xi(r) with 0 = 0,m =m,C = (")
and SecSum
7: Step 2: Run ¢cPBM with parameters 0 = 0',m =m’,C =1

AU~

on yl.(r) and SecSum

=Ly fscor

8:  Server-side: Update =x — %fc(r), c(r+1) —
cr exp(—r]()?(r) - 7)), and send C(r*1) to users

9: Return: x

o The update rule allows quick convergence to the true quan-
tile even if the initial values are quite different.

Overall DP guarantees. Note that each user contributes her data
only once during the whole FFE process. Thus, we can think of
R-round FFE as splitting the whole datasets to R disjoint chunks
and applying e-RDP mechanism to each of them separately. Par-
allel composition tells us that the overall RDP guaranteed is still
€. Therefore, privacy accounting can be done as follows. At any
round r, the online quantile estimation method introduced above
has RDP guarantees equal to those given in Lemma 2 with d set to
1. This is to be composed with the FFE’s RDP at the same round to
obtain the overall DP guarantees at round r, which is also the DP
guarantees for the whole FFE process by parallel composition.®

E MORE EXPERIMENTAL RESULTS

Verifying Theorem 1. In Figure 6, we plot the upper bound derived
from Theorem 1 and the true Iz-error of our proposed algorithms
for all four datasets, varying the threshold, C. It can be seen that
our theoretical upper bounds indeed upper-bound the true errors
in all cases.

Federated quantile estimation. In Figure 7, we compare algo-
rithms of federated quantile estimation for four datasets. It is clear
that our proposed DHT protocol has over better performance than
the flat-histogram and HH approaches. One can also see that with-
out further prior knowledge on the range of ||y||2, our choice of B
is conservative, as the quantile reaches 1 at ||y||2 much smaller than
the chosen B, i.e., the maximum possible value of ||y||2. Even so,
we can still obtain pretty good estimates of the quantile as shown
in the Figure.

To make a more quantitative comparison, we vary the quantile
in the range [0.8,0.81, ..., 0.99] (which is quantiles of interest in this
work, i.e., Equation 5), and estimate the corresponding DP threshold.
Then, we measure the average "bin error": we calculate the absolute
difference between the estimated one and those obtained from the
un-noised histogram, divide by A, the bin size, and take the average

6 Alternatively, we could consider privacy amplification via random subsampling to
enhance the privacy guarantees, instead of performing parallel composition as above,
though this may not be preferable in real-world cross-device situations where user
is not always available to be sampled randomly [43]. For this reason, we opt for the
parallel composition approach in this study.
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Anon.
iid. hetero Foursquare Sentiment140
DHT+DDP 2.0 0.16 2.36 0.86
Flat 4.66 6.84 11.68 2.7

Table 5: Comparison of federated quantile estimation ap-
proaches. Shown are the average bin error of estimated quan-
tiles. Here, the parameters are d = 100,60’ = 0.2,m’ = 30,b = 6.
See text for other details.

over all the quantile queries (this corresponds to average error
in the unit of bin size) to produce Table 5. We can see that DHT
performs better than the flat approach for all datasets with lower
average bin errors.

Estimated frequencies. In Figure 11, we plot the true per-user
frequencies versus the estimated per-user frequencies with vari-
ous algorithms for the Foursquare dataset with the two-round FFE
protocol. As argued in the main text, the Normalize and Sample
have significantly larger lo-errors compared to quantile-based meth-
ods. There is no huge visible differences among the quantile-based
methods.

Additional baselines. We consider sampling at most 4, 16,..., 256
items from each user, as a baseline for bounding user contribution.
7 The result is shown in Table 6, outperformed by our proposals in
the main text.

DP mechanisms other than cPBM. Lastly, we briefly study the
performance of using alternatives of cPBM as the underlying DP
mechanisms. We utilize our cPBM instead of e.g. Discrete Gauss-
ian (DDG), as the underlying DP mechanism. The reason is, these
approaches has infinite range of noise, leading to overflows, have
other disadvantages such as increased communication costs at low
privacy budget, as outlined in [20]. Also, as mentioned in Section
3, they have complicated relations between clipping and bias that
cannot be optimized to obtain near-minimal error as done in Theo-
rem 1. To see this, we study one of the state-of-the-art alternative,
Skellam Mixture mechanism [9] by adapting it to our study pre-
sented in Table 2. For example, for i.i.d. dataset (d = 50), we obtain
an error of 26.9 (ours is 1.16) using their default clipping thresholds.

E.1 Multi-round Federated Frequency
Estimation

Online quantile estimation. We first study how to set the learn-
ing rate 1 and the initial values of C. Notice that the geometric
update has an exponential dependence on n multiplied by )7(’ ) - A
(Algorithm 7), of which the absolute value in expectation is less
than 1. We set 5 to be of the same order, i.e., 1. For initial C, the
initial values do not affect its convergence to C* albeit the speed of
convergence may differ. Setting C to O(1) achieves reasonably fast
convergence (see Figure 8 for plots). In our full experiments, we set
C = n = 1 without more refined tuning.

Experimental details of MFFE. We consider n = 10°, both d = 50
and d = 100. The parameters set for performing Algorithm 1 is
m = 15. The parameters of performing online quantile estimation is

7 After sampling, we use cPBM to encode the per-user histogram’s Kashin’s represen-
tation. User contribution is bounded as the [;-norm is bounded after sampling, and
I;-norm, relevant quantity when projecting to the representation space, is always less
than or equal to I;-norm.
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Figure 6: Upper bound of expected l;-error (blue) versus the true error plotted against C.

Dataset d Sample(4) Sample(16) Sample(64) Sample(256)
iid. 50 28.18 £0.0 27.5+0.01 28.29+£0.03 28.28 £0.1
100 24.55+0.0 24.16+0.01 24.63+0.03 24.66+0.1
hetero 50 28.43+£0.0 28.62+0.02 28.63+0.04 28.71+0.12
100 24.72+0.0 24.85+0.01 24.83+0.02 24.89+0.07
Foursquare 50 17.73£0.0 17.48+0.01 17.88 £ 0.05 17.98 +£0.15
100 18.02+0.0 17.58+0.01 18.13+0.02 18.1+0.21
Sentiment140 50 1.32 £ 0.0 1.35+£0.02 1.44 £ 0.03 1.98 £ 0.06
100  1.38+0.0 1.39+£0.01 1.49 £0.03 2.02 +£0.09

Table 6: I;-errors of two-round federated frequency estimation. Mean (standard deviation) over 5 runs.

set to be 0 = 0 and m’ = 15. Thus, we are paying a privacy of 1/d-
factor of those used for frequency estimation on online quantile
estimation. The total privacy spent (under parallel composition
assumption) is € = 7.5 (10.7) for d = 50 (d = 100) and § = 107°.
Table 3 shows the full results. We see that our method, private
C, has error very close to the optimal C*, and outperforms other
baselines. Comparison with Cg,,1 also validates Corollary 1. In
Figure 10, we show that similar results hold for larger d’s.

TFFE versus MFFE. We discuss in what situation a practitioner
should deploy TFFE/MFFE when both options are viable in practice.
The answer is one should always perform TFFE. There are several
reasons for this. (a) Security-wise, TFFE is preferable as running
SecAgg fewer times reduces privacy leakage risks, e.g., eavesdrop-
ping. (b) Algorithm-wise, MFFE makes imprecise frequency estima-
tion in early rounds of aggregation when the estimated threshold
has not converged yet. (c) In terms of privacy-utility trade-offs,
TFFE is also favorable. Recall that the RDP is proportional to the
inverse of the number of aggregated users in a round. The TFFE

15

benefits maximally privacy-wise from aggregating the whole pop-
ulation, while the MFFE does not receive similar boost of privacy
due to smaller per-round number of users.

To illustrate this, we conduct the following experiment. For
MFFE, we fix N = 1000 and other parameters set to be equal to the
MFFE experiments presented previously, and vary the total popula-
tion, n (and hence the number of rounds, R). Then, we measure the
Iy-error. For TFFE, we vary n and adjust m, m’ such that the both
MFFE and TFFE are compared under the same privacy budget. In
addition, we consider the communication cost of both protocols. Se-
cure multi-party computation of [10] requires O(log N) (O(logn))
communication overhead per user, in addition to the communi-
cation overhead of the MFFE (TFFE) protocol for communicating
user vectors. We calculate the TFFE/MFFE ratio of communication
overhead for different values of n.

Figure 12a show the results, where TFFE is always better than
MFFE. However, the communication overhead of TFFE also in-
creases with n, due to larger number of bits sent, m, m’ (to com-
pensate the increase of € at larger values of n). To see how TFFE
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Figure 7: Federated quantile estimation.
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Figure 8: Evolution of C for various values of initial C (learning rate set to 1).

perform another experiment with TFFE, adjusting m = 15,m” = 3
such that both TFFE and MFFE send roughly the same amount of
bits. From Figure 12b, we can see that TFFE and MFFE perform
similarly. Additionally, we note that TFFE requires smaller privacy
budget to achieve the same utility as MFFE (MFFE reqiuires € = 7.5),
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demonstrating better privacy-utility trade-offs. In summary, we rec-

Anon.

ommend the deployment of TFFE whenever the situation allows.

1799
1800
1801
1802
1803
1804
1805
1806
1807
1808
1809
1810
1811
1812
1813
1814
1815
1816
1817
1818
1819
1820
1821
1822
1823
1824
1825
1826
1827
1828
1829
1830
1831
1832
1833
1834
1835
1836
1837
1838
1839
1840
1841
1842
1843
1844
1845
1846
1847
1848
1849
1850
1851
1852
1853
1854
1855
1856



Bounding Contribution Optimally for Federated Frequency Estimation under User-level Distributed Differential Privtynference acronym °XX, June 03-05, 2018, Woodstock, NY

iid, n=1e5, d=50 5 niid, n=1e5, d=50
1857 105 10 1915
1858 1916
10 N A M\/\Nr
1859 , 'Wﬁﬁyﬂﬂf\ﬂ"VfV Ao 1917
10
1860 103 1918
1861 © © 1919
102
1862 10! 1920
1863 10* 1921
1864 109 ” 1922
1865 0 20 40 60 80 100 0 20 40 60 80 160 1923
round round
1866 1924
1867 (a) i.id. (b) non-i.i.d. 1925
1868 103 foursquare, n=1e5, d=50 102 Sentiment140, n=1e5, d=50 1926
1869 1927
1870 1928
102
1871 1929
1872 S) O 10! et \f»\/{\ﬂ_/vk/\f = —[\r/\‘/yi\wj\f‘/\ 1930
- VIR mo
1873 10 ( =1 1931
1874 — Ir=10 1932
1875 Co=C" 1933
10° 100
1876 0 20 40 60 80 100 0 20 40 60 80 100 1934
round round
1877 1935
1878 (c) Foursquare. (d) Sentiment140. 1936
1879 1937
1880 Figure 9: Evolution of C for various values of learning rate (initial C set to 1). 1938
1881 1939
Sentiment140
1882 Foursquare 1.4 1940
18 _, * ¥
1883 true 12 1941
1884 15 gnvate ¢ o 1942
—< Csmall 8 —a *
1885 12 Cos true C 1943
5| 7 Ciedian Sos —+— private €
1886 £10] —+ normalize T S S S = 1944
1887 —— sample . ) =+ Csma o
8 : _ —— Credian
P — T S——
1888 5 « —v— normalize 1946
1889 —— — —— sample 1947
2 .
1890 160 180 200 220 240 260 280 300 927600 800 1000 1200 1400 1600 1800 2000 2200 1948
d d
1891 1949
1892 (a) Foursquare. (b) Sentiment140. 1950
1893 1951
1894 Figure 10: Comparisons of various algorithms varying d for multi-round FFE. 1952
1895 1953
1896 1954
1897 1955
1898 1956
1899 1957
1900 1958
1901 1959
1902 1960
1903 1961
1904 1962
1905 1963
1906 1964
1907 1965
1908 1966
1909 1967
1910 1968
1911 1969
1912 1970
1913 1971

1914 17 1972



1973
1974
1975
1976
1977
1978
1979
1980
1981
1982
1983
1984
1985
1986
1987
1988
1989
1990
1991
1992
1993
1994
1995
1996
1997
1998
1999
2000
2001
2002
2003
2004
2005
2006
2007
2008
2009
2010
2011
2012
2013
2014
2015
2016
2017
2018
2019
2020
2021
2022
2023
2024
2025
2026
2027
2028
2029
2030

Conference acronym XX, June 03-05, 2018, Woodstock, NY

Freq per user

10

Foursquare, d =100

101 — true
- C*
8
—
b
S 6
=
o
4
o
o
=2
0,7
0 20 40 60 80 100
d
(a) True C*
Foursquare, d =100
101 —— true
—— Ours

Freq per user

0 20
Foursquare, d = 100
— true
—— median
#MLJ” I:D.Im:l "HH LILJ“L‘" dnd HUL"' 1
0 20 40 60 80 100

d

(c) Crnedian

(b) Private C

Freq per user

10!

100

1071

80 100
Foursquare, d =100
|

— true

—— normalize

—— sample

||| E
m
i

40

(d)

Figure 11: Average per-user frequencies for Foursquare dataset.
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